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 Any copying, reproduction or redistribution of part or all of the content in any 

form is prohibited.  You may not, except with the express written permission 

of HPM&B, LLP copy, reproduce, distributed or commercially exploit the 

content.  Nor may you transmit it or store it in any other website or other 

form of electronic retrieval system.  Violation of these terms constitutes an 

act of infringement under U.S. copyright laws and may subject you to penalty 

or damages award pursuant to 17 U.S.C. §501, et seq.

 No attorney client relationship is established by virtue of participation in this 

program.  
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Goals and Objectives

 Identify common pitfalls involving production of 

medical records/PHI

 Review recent cases, state laws, rules and 

regulations regarding production

 Discuss “lessons learned”

 Identify pragmatic strategies to minimize risk
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How often do you get these calls?

 Patient is in the waiting area asking for records

 Deceased patient’s family member is calling requesting records

 A subpoena has arrived

 The FBI is in the lobby

 The Department of Public Health is on the phone

 An obnoxious plaintiff’s attorney called saying you need to send the 

records to court tomorrow

 …And it’s 4:20 pm

WHAT YOU DO NEXT IS CRITICAL….
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The Byrne case

 In January 2018, the Connecticut Supreme Court issued an opinion 

establishing a common law cause of action allowing patients to 

recover for the unauthorized disclosure of their PHI and held that a 

violation of HIPAA is a per se actionable disclosure. 

 The case involved an OB/GYN that disclosed a patient’s medical 

records in response to a subpoena without first notifying the patient 

or filing a motion to appear before the court, or attempt to quash the 

subpoena.  The patient sued—among other things—for the negligent 

unauthorized disclosure of her PHI and the lower court held that 

HIPAA preempted any state law claim because Congress intended it to 

be the sole enforcement vehicle for the protection of PHI and did not 

provide a private cause of action. 

Byrne v. Avery Ctr. For Obstetrics & Gynecology, P.C..  327 Conn. 540 

(2018).
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Byrne decision
 “In May, 2004, the plaintiff began a personal relationship with Andro 

Mendoza, which lasted until September, 2004.3 ․ In October, 2004, she 
instructed the defendant not to release her medical records to 
Mendoza. In March, 2005, she moved from Connecticut to Vermont where 
she presently lives. On May 31, 2005, Mendoza filed paternity actions 
against the plaintiff in Connecticut and Vermont.” (Footnote in original; 
internal quotation marks omitted.) Id., 437. Thereafter, the defendant 
received a subpoena instructing the custodian of its records to appear 
before the issuing attorney on July 8, 2005, at the New Haven 
Regional Children's Probate Court and to produce “all medical 
records” pertaining to the plaintiff. “The defendant did not alert the 
plaintiff of the subpoena, file a motion to quash it or appear in court. 
Rather, the defendant mailed a copy of the plaintiff's medical file to 
the court around July 12, 2005. In September, 2005, [Mendoza] 
informed [the] plaintiff by telephone that he reviewed [the] plaintiff's 
medical [record] in the court file. On September 15, 2005, the plaintiff 
filed a motion to seal her medical file, which was granted. The plaintiff 
alleges that she suffered harassment and extortion threats from Mendoza 
since he viewed her medical records.4 ․

Byrne v. Avery Ctr. For Obstetrics & Gynecology, P.C..  327 Conn. 540 (2018).
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Allegations
 Plaintiff alleged: 

 Breach of contract when it violated its privacy policy by disclosing her 

protected health information without authorization

 Acted negligently by failing to use proper and reasonable care in 

protecting her medical file, including disclosing it without authorization in 

violation Connecticut General Statutes 52-1460 and federal regulations 

implementing the Health Insurance Portability and Accountability Act of 

1996 (HIPAA) 42 USC 1220d et seq.

 Made a negligent misrepresentation, upon which the plaintiff relied to her 

detriment, that her medical file and the privacy of her health information 

would be protected in accordance with the law; and 

 Engaged in conduct constituting negligent infliction of emotional distress 

Byrne v. Avery Ctr. For Obstetrics & Gynecology, P.C..  327 Conn. 540 (2018).
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Legal Analysis
 On appeal, the plaintiff asserted that Connecticut’s common law 

recognizes a duty of confidentiality arising from the physician patient 

relationship and that this duty extends to compliance with a subpoena.  

The plaintiff asserted that recognition of such a duty is supported by 

public policy considerations as reflected in CGS 52-1460 and HIPAA, and 

case law from other jurisdictions

 In response, the defendant asserted that there is no common law duty of 

confidentiality between a health care provider and a patient in the 

context of responding to a subpoena

 The Court concluded that recognizing a cause of action for the breach of 

the duty of confidentiality in the physician patient relationship  by the 

disclosure of medical information is not barred by CGS 52-1460 or HIPAA 

and that public policy, as viewed in a majority of other jurisdictions that 

have addressed this issue, supports that recognition

Byrne v. Avery Ctr. For Obstetrics & Gynecology, P.C..  327 Conn. 540 (2018).

9



Legal Analysis:HIPAA
 The regulations promulgated under HIPAA require specific steps prior to 

making any disclosure of protected health information pursuant to a 

subpoena. Section 164.512 (e) (1) of title 45 of the Code of Federal 

Regulations provides in relevant part: “A covered entity may disclose 

protected health information in the course of any judicial or administrative 

proceeding ․ (ii) [i]n response to a subpoena, discovery request, or other 

lawful process, that is not accompanied by an order of a court or 

administrative tribunal. ” The regulation, however, allows for such a 

disclosure only if the patient has received adequate notice of the request 

or a qualified protective order has been sought. See 45 C.F.R. § 164.512 (e); 

see also 45 C.F.R. § 164.512 (e) (1) (iv). The defendant's own admissions 

establish that it did not comply with this regulation when it responded to the 

subpoena in the present case.

Byrne v. Avery Ctr. For Obstetrics & Gynecology, P.C..  327 Conn. 540 (2018).
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Byrne: By the numbers

 One doctor

 One patient

 One subpoena 

 Two trial court decisions

 Two appellate court decisions

 One Connecticut Supreme Court decision

 11 years

 One verdict=$853,000

11



The Headlines

 Jury Awards $853,000 to Woman After Leak of 

Confidential Medical Information

 A Bridgeport Superior Court jury has awarded $853,000 

to a former Connecticut resident whose medical 

records were released to her former boyfriend without 

her knowledge.

 Doctor’s office ordered to pay woman $853,000 for 

releasing her records
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Other Enforcement Actions
Office of Civil Rights
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Office of Civil Rights 

 HMO Revises Process to Obtain Valid Authorizations

 A complaint alleged that an HMO impermissibly disclosed a member’s PHI, when it 
sent her entire medical record to a disability insurance company without her 
authorization. An OCR investigation indicated that the form the HMO relied on to 
make the disclosure was not a valid authorization under the Privacy Rule. Among 
other corrective actions to resolve the specific issues in the case, the HMO created 
a new HIPAA-compliant authorization form and implemented a new policy that 
directs staff to obtain patient signatures on these forms before responding to any 
disclosure requests, even if patients bring in their own “authorization” form

 Hospital Implements New Minimum Necessary Polices for Telephone 
Messages

 A hospital employee did not observe minimum necessary requirements when she 
left a telephone message with the daughter of a patient that detailed both her 
medical condition and treatment plan. An OCR investigation also indicated that 
the confidential communications requirements were not followed, as the employee 
left the message at the patient’s home telephone number, despite the patient’s 
instructions to contact her through her work number.
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Office of Civil Rights
 Public Hospital Corrects Impermissible Disclosure of PHI in Response to a 

Subpoena

 A public hospital, in response to a subpoena (not accompanied by a court 

order), impermissibly disclosed the protected health information (PHI) of 

one of its patients. Contrary to the Privacy Rule protections for 

information sought for administrative or judicial proceedings, the hospital 

failed to determine that reasonable efforts had been made to insure that 

the individual whose PHI was being sought received notice of the request 

and/or failed to receive satisfactory assurance that the party seeking the 

information made reasonable efforts to secure a qualified protective 

order.
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Office of Civil Rights

 Private Practice Revises Process to Provide Access to Records

 A private practice failed to honor an individual's request for a complete 

copy of her minor son's medical record. OCR's investigation determined 

that the private practice had relied on state regulations that permit a 

covered entity to provide a summary of the record. OCR provided 

technical assistance to the covered entity, explaining that the Privacy 

Rule permits a covered entity to provide a summary of patient records 

rather than the full record only if the requesting individual agrees in 

advance to such a summary or explanation. Among other corrective 

actions to resolve the specific issues in the case, OCR required the 

covered entity to revise its policy. In addition, the covered entity 

forwarded the complainant a complete copy of the medical record.



Survey of State Practices
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Massachusetts

 Massachusetts allows common law cause of action against a provider 

that breaches the duty of confidentiality

 Infrequently pursued

 Current trend in state courts - liability can be managed by strictly 

complying with HIPAA provisions

 Patient must show actual damages in order to recover for breach of 

confidentiality 

 Losing a job based on the disclosed information

 Defamation

Alberts v. Devine 395 Mass. 59 (1985).
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New Hampshire
 New Hampshire - statutory cause of action 

 Patient do not need to show actual damages,

 Statutory recovery amount of $50 per-violation, per-day in the event they 
cannot show actual damages in excess of that amount. 

 Provider must inform the patient of any unauthorized disclosure that is 
allowed under federal law but not under state law.  

 To that end, New Hampshire, in some ways, places a higher burden on 
providers than other states do, in that even if a provider complies with all 
HIPAA provisions they may still be liable to a patient if the disclosure was not 
allowed under state law. 

 It is of particular importance in New Hampshire to ensure compliance both 
with HIPAA and to ensure that the disclosure under HIPAA is allowed under 
state law and if it is now, to inform the patient of the disclosure.

See N.H. Rev. Stat. § 332-I:1 (II)(b).
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Rhode Island
 Rhode Island - statutory cause of action - a violation of HIPAA, while not 

directly linked to the state law claim, would likely be sufficient to trigger 

liability.  

 RI statute authorizes the imposition of punitive damages and the recovery of 

attorneys’ fees

 Imposes liability on a third-party recipient of information if they do not enact 

certain statutory safeguards.  

 Particularly important not only to ensure that any disclosures are made in 

compliance with HIPAA but that the necessary safeguards are in place for the 

receipt and storage of PHI

 Patient must still prove actual damages, if they are able to prove damages 

they are entitled to seek punitive damages and reasonable attorneys’ fees

5 R.I. Gen. Laws § 5-37.3-4 (a)(1).
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Vermont
 Vermont - no common law or statutory cause of action for the unauthorized 

disclosure of PHI.  

 There is a cause of action for the disclosure of information relating to a 

cancer diagnosis and genetic testing.  

 The cause of action relating to cancer sets a very high bar in that a patient must 

show either gross negligence or willful misconduct on the part of the provider, 

there is no liability for accidental disclosures when the provider acted in good faith 

compliance with the statute.  

 The cause of action for genetic testing, however, provides no such good faith 

harbor and provides for the recovery of punitive damages and reasonable 

attorneys’ fees, in addition to actual damages.  

 Therefore, while it is always best practices to ensure compliance with HIPAA, 

the likelihood of liability for an unauthorized disclosure of PHI in Vermont is 

very low.
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Maine
 Maine - statutory cause of action for the unauthorized disclosure of PHI and the 

wording of the statute implies that there are additional common law causes of 
action available for the same.  

 A provider that intentionally discloses health care information can be sued and the 
plaintiff may seek equitable relief, costs, or may enforce a statutory penalty 
payable to the State

 Any aggrieved person may also pursue any available common law remedies, 
“including but not limited to an action based in negligence.”  

 The statutory remedy seems to not allow recovery of actual damages and only 
allows equitable relief, the recovery of costs, and the imposition of penalties 
payable to the State, a non-statutory negligence action, however, would allow 
recovery of damages.  With respect to HIPAA, in Bonney v. Stephens Mem. Hosp., 
the Maine Supreme Court upheld the dismissal of a patients suit for violation of 
HIPAA on the basis that HIPAA does not provide a private cause of action

 Violation of HIPAA can be used as evidence, in an otherwise appropriate state law 
claim—i.e. a statutory or common law claim mentioned above-, of the applicable 
standard of care.

ME. STAT. tit. 22, § 1711-C (13)(B)
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HIPAA Review
Common Elements
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HIPAA: Consent v.  Authorization

 The Privacy Rule permits, but does not require, a covered entity voluntarily 
to obtain patient consent for uses and disclosures of protected health 
information for treatment, payment, and health care operations. Covered 
entities that do so have complete discretion to design a process that best 
suits their needs.

 By contrast, an “authorization” is required by the Privacy Rule for uses and 
disclosures of protected health information not otherwise allowed by the 
Rule. Where the Privacy Rule requires patient authorization, voluntary 
consent is not sufficient to permit a use or disclosure of protected health 
information unless it also satisfies the requirements of a valid authorization.

 An authorization must specify a number of elements, including a description 
of the protected health information to be used and disclosed, the person 
authorized to make the use or disclosure, the person to whom the covered 
entity may make the disclosure, an expiration date, and, in some cases, the 
purpose for which the information may be used or disclosed.

45 CFR Subpart E § 160, 162, 164 et seq
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HIPAA: Designated Record Sets

 The Privacy Rule generally requires HIPAA covered entities (health plans and most 
health care providers) to provide individuals, upon request, with access to the 
protected health information (PHI) about them in one or more “designated record 
sets” maintained by or for the covered entity.

 Individuals have a right to access PHI in a “designated record set.” A “designated 
record set” is defined at 45 CFR 164.501 as a group of records maintained by or for 
a covered entity that comprises the:

 Medical records and billing records about individuals maintained by or for a covered 
health care provider;

 Enrollment, payment, claims adjudication, and case or medical management record 
systems maintained by or for a health plan; or

 Other records that are used, in whole or in part, by or for the covered entity to make 
decisions about individuals. This last category includes records that are used to make 
decisions about any individuals, whether or not the records have been used to make a 
decision about the particular individual requesting access.

45 CFR Subpart E § 160, 162, 164 et seq
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HIPAA: Rights of Access

 Information Excluded from the Right of Access

 An individual does not have a right to access PHI that is not part of a designated 

record set because the information is not used to make decisions about individuals. 

This may include certain quality assessment or improvement records, patient 

safety activity records, or business planning, development, and management 

records that are used for business decisions more generally rather than to make 

decisions about individuals.

 In addition, two categories of information are expressly excluded from the 

right of access:

 Psychotherapy notes, which are the personal notes of a mental health care 

provider documenting or analyzing the contents of a counseling session, that are 

maintained separate from the rest of the patient’s medical record. See 45 CFR 

164.524(a)(1)(i) and 164.501.

 Information compiled in reasonable anticipation of, or for use in, a civil, criminal, 

or administrative action or proceeding. See 45 CFR 164.524(a)(1)(ii).
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HIPAA: Requests for Access
 Requests for Access

 Requiring a Written Request

 A covered entity may require individuals to request access in writing, provided the 
covered entity informs individuals of this requirement. See 45 CFR 
164.524(b)(1). Covered entities also may offer individuals the option of using 
electronic means (e.g., e-mail, secure web portal) to make requests for access. In 
addition, a covered entity may require individuals to use the entity’s own supplied 
form, provided use of the form does not create a barrier to or unreasonably delay 
the individual from obtaining access to his PHI, as described below.

 Verification

 The Privacy Rule requires a covered entity to take reasonable steps to verify the 
identity of an individual making a request for access. See 45 CFR 164.514(h). The 
Rule does not mandate any particular form of verification (such as obtaining a 
copy of a driver’s license), but rather generally leaves the type and manner of the 
verification to the discretion and professional judgment of the covered entity, 
provided the verification processes and measures do not create barriers to or 
unreasonably delay the individual from obtaining access to her PHI, as described 
below.

 See American Health Information Management Association (AHIMA) Model Form
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HIPAA: Personal Representatives

 Personal Representatives

 An individual’s personal representative (generally, a person with authority 

under State law to make health care decisions for the individual) also has the 

right to access PHI about the individual in a designated record set (as well as 

to direct the covered entity to transmit a copy of the PHI to a designated 

person or entity of the individual’s choice), upon request, consistent with the 

scope of such representation and the requirements discussed below. See 45 

CFR 164.502(g) 

 http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/perso

nalreps.html for more information about the rights that can be exercised by 

personal representatives.
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HIPAA: Decedent’s Records

 The HIPAA Privacy Rule recognizes that a deceased individual’s protected 
health information may be relevant to a family member’s health care. The 
Rule provides two ways for a surviving family member to obtain the protected 
health information of a deceased relative.

 First, disclosures of protected health information for treatment 
purposes—even the treatment of another individual—do not require an 
authorization; thus, a covered entity may disclose a decedent’s protected 
health information, without authorization, to the health care provider 
who is treating the surviving relative.

 Second, a covered entity must treat a deceased individual’s legally 
authorized executor or administrator, or a person who is otherwise legally 
authorized to act on the behalf of the deceased individual or his estate, 
as a personal representative with respect to protected health information 
relevant to such representation.
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HIPAA: Family members

 The HIPAA Privacy Rule provides individuals with the right to access their 

medical and other health records from their health care providers and health 

plans, upon request.

 The Privacy Rule generally also gives the right to access the individual’s 

health records to a personal representative of the individual. Under the 

Rule, an individual’s personal representative is someone authorized under 

State or other applicable law to act on behalf of the individual in making 

health care related decisions.

 With respect to deceased individuals, the individual’s personal 

representative is an executor, administrator, or other person who has 

authority under State or other law to act on behalf of the deceased 

individual or the individual’s estate. Thus, whether a family member or 

other person is a personal representative of the individual, and therefore 

has a right to access the individual’s PHI under the Privacy Rule, generally 

depends on whether that person has authority under State law to act on 

behalf of the individual. See 45 CFR 164.502(g) and 45 CFR 164.524.
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HIPAA: Family members and incapacity

 In cases where the individual is incapacitated, a covered entity may 

share the individual’s information with the family member or other 

person if the covered entity determines, based on professional 

judgment, that the disclosure is in the best interest of the 

individual. If the individual is deceased, a covered entity may make 

the disclosure unless doing so is inconsistent with any prior expressed 

preference of the individual. These disclosures are generally limited 

to the health information that is relevant to the person’s involvement 

in the individual’s care or payment for care. See 45 CFR 164.510(b).
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HIPAA: Law Enforcement

 Law enforcement

 Authorization

 Without authorization

 To report PHI to a LEO reasonably able to prevent or lessen a serious and imminent threat 

to the health or safety of an individual or the public

 PHI the covered entity in good faith believes to be evidence of a crime that occurred on 

the premises of the covered entity

 To alert law enforcement regarding a suspicious death

 Gunshot wounds or stab wounds

 Court order or warrant, subpoena issued by a judicial officer or administrative request 

meeting certain requirements-written statement that information is relevant and 

material, specific and limited in scope and de-identified information cannot be used

 To respond to a request for PHI for purposes of identifying or locating a suspect, fugitive, 

material witness or missing person, but information must be limited to basic demographic 

and health information about the person

 To respond to a request for PHI about an adult victim of a crime when the victim agrees 

(or in limited circumstances if the individual is unable to agree”

 Child abuse laws
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Lessons Learned

 Know your State law and HIPAA

 Ex: A subpoena is not enough

 Know your policies

 Vetting/review process

 Define key terms and processes,

 How to provide notice in case of a subpoena

 Valid authorization

 Communication processes

 Designated record set and what gets produced

 Rights of access

 Personal representatives,

 Law enforcement
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Lessons Learned cont’d

 Know your forms 

 What are your patient’s signing

 Standardize releases

 Know your rights and remedies

 Know your insurance coverage
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Resources

 http://www.hhs.gov/ocr/privacy

 https://www.hhs.gov/hipaa/for-professionals/faq/authorizations/index.html

 http://www.ahima.org/modelform
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